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No ultinmo artigo nés cobrinbs a configuracdo basica do PI X
Nest e, para conpl ementar as infornmacdes ja passadas, irenos
ensi nar cono configurar unma VPN (site-to-site), usando
senhas pré-estabel ecidas (pre-shared), entre essas duas
redes (ficticeas) definidas abai xo:

LAN1 — FW. — I NTERNET — FW2 — LANZ2

LAN1: 10.0.0.0/24
LAN2: 10.0.1.0/24
FWL: (Inside IP: 1

0.1, Qutside IP 200.1.1.1)
FW2: (Inside IP: 1 1.1

0. 0.
0. 0. , Qutside IP 200.2.2.2)

A configuracdo sera dividida em4 passos:

Passo 1: Preparando para a VPN
Passo 2: Configurando | KE
Passo 3: Configurando | PSec

Passo 4: Permtindo | PSec na rede

Passo 1:

Ant es de conecar a configuracdo, voce deve deterni nar
al gumas coi sas:

-Quai s maqui nas participardo da VPN?
-Quantos pontos tera a VPN?
-Quais “I KE policies” seréao usadas.

Nesse exenpl o, nds usarenos:


mailto:daniel@underlinux.com.br

Aut henti cation: pre-shared
Encryption: 3des

DH group: 2

Hash: nd5

Gs pontos e as redes ja foramditas anteriornente.

Passo 2:

A configuracdo do I KE precisa ser feita comtodo o cui dado.
Erre qual quer coisa nessa parte e a sua VPN ndo funci onara.
Si ga esses sei s passos:

2.1 — Definindo o nétodo de autenticacéo.

2.2 — Definindo o algoritno de encriptacao.

2.3 — Definindo o Diffie-Hellman G oup.

2.4 — Definindo o algoritno de HASH a ser usado.
2.5 — Iniciando o isaknp

2.6 — Sel eci onando a senha conpartil hada.

FWL:

(2.1) isaknp policy 10 authentication pre-share
(2.2) isaknmp policy 10 encryption 3des

(2.3) isaknmp policy 10 group 2 (DH group)

(2.4) isaknmp policy 10 hash nmd5

(2.5) isaknmp enabl e outside

(2.6) isaknp identify address

(2.6) isaknmp key 123nykey 200. 2. 2.2 netmask 255. 255. 255. 255
FW2:

(2.1) isaknp policy 10 authentication pre-share
(2.2) isaknmp policy 10 encryption 3des

(2.3) isaknp policy 10 group 2 (DH group)

(2.4) isaknmp policy 10 hash nd5

(2.5) isaknp enabl e outside

(2.6) isaknp identify address

(2.6) isaknmp key 123nykey 200.1.1.1 netmask 255.255. 255. 255

Para verificar a sua configuracédo, use:



show i saknp
show i saknp policy

Passo 3:

A configuracao do | PSec sera sub-dividida emoutros seis
passos para facilitar o entendi nento:

3.1 — Ciando a lista de acesso (que trafego sera
encri pt ado) .

3.2 — Configurando o transformset (a conbi nacdo de
al goritnos a serem usados).

3.3 — Setando o IPSec SA lifetinme.

3.4 — Criando a crypto Map entry.

3.5 — Aplicando a crypto map na interface de rede.
3.6 — Excluindo trafego da VPN do NAT.

FW.:

(3.1) access-list IPSEC permt ip 10.0.0.0 255.255.255.0
10.0. 1. 0 255.255.255.0

(3.2) crypto ipsec transformset FWiset esp-3des esp-nd5-
hmac

(3.3) crypto ipsec security-association |ifetinme seconds
600

(3.4) crypto map FWL 10 i psec-i saknp

(3.4) crypto map FW. 10 match address | PSEC (the access-
list)

(3.4) crypto map FWL 10 set transform set FWset (the
transformset)

(3.4) crypto map FW. 10 set peer 200.2.2.2 (the peer)
(3.5) crypto map FWL interface outside (applies the crypto
map)

(3.6) nat (inside) O access-list IPSEC (the access-1list)

FW:

(3.1) access-list IPSEC permt ip 10.0.1.0 255.255.255.0
10. 0. 0.0 255. 255.255.0

(3.2) crypto ipsec transformset FWset esp-3des esp-nd5-
hmac

(3.3) crypto ipsec security-association |ifetinme seconds
600



(3.4) crypto map FW2 10 i psec-i saknp
(3.4) crypto map FW2 10 mat ch address | PSEC (nanme of the

access

list)

(3.4) crypto map FW2 10 set transformset FWset (transform
set nane)

(3.4) crypto map FW2 10 set peer 200.1.1.1 (the peer)

(3.5) crypto map FW2 interface outside (applies the crypto

map)

(3.6) nat (inside) O access-list |PSEC

Passo 4:

Para permtir que todos os pacotes vindo do tuanel |PSec
sej am aut ori zados, use:

sysopt

connection permt-ipsec

Para verificar a sua configuracdo, use 0s seguintes
comandos:

show crypto i psec sa

Qu se voce quiser nonitorar as negoci acbes | PSec, use:

debug crypto isaknp
debug crypto ipsec

Resunp

FW.:

saknp
saknp
saknp
saknp
saknp
saknp
saknp

das confi guracdes:

policy 10 authentication pre-share

policy 10 encryption 3des

policy 10 group 2

policy 10 hash nmd5

enabl e outsi de

identify address

key 123nykey 200. 2. 2.2 netmask 255. 255. 255. 255



access-list IPSEC permt ip 10.0.0.0 255.255.255.0 10.0.1.0
255. 255. 255. 0

crypto ipsec transformset FWset esp-3des esp-md5-hmac
crypto ipsec security-association |ifetime seconds 600
crypto map FWL 10 i psec-i saknp

crypto map FWL 10 mat ch address | PSEC

crypto map FWL 10 set transform set FWset

crypto map FW 10 set peer 200.2.2.2

crypto map FWL i nterface outside

nat (inside) 0 access-list |PSEC

FWp:

i saknmp policy 10 authentication pre-share

i saknmp policy 10 encryption 3des

i saknmp policy 10 group 2

i saknmp policy 10 hash nmd5

i saknmp enabl e out si de

i saknp identify address

i saknmp key 123nykey 200.1.1.1 netmask 255.255. 255. 255
access-list IPSEC permt ip 10.0.1.0 255.255.255.0 10.0.0.0
255. 255. 255. 0

crypto ipsec transformset FWset esp-3des esp-nmd5- hmac
crypto ipsec security-association |ifetinme seconds 600
crypto map FW2 10 i psec-i saknp

crypto map FW2 10 mat ch address | PSEC

crypto map FW2 10 set transform set FWset

crypto map FW2 10 set peer 200.1.1.1

crypto map FW2 interface outside

nat (inside) 0 access-list |PSEC



